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1 Introduction ZEUS ®WebServices

With ISGUS Web technology and using ZEUS WebServices, it is possible to make ZEUS data
available in Internet Browsers (Internet Explorer, Netscape, Firefox etc.) using the MS Internet
Information Server (IIS)

User authorizations and workflows for the WebServices are centrally stored in the ZEUS®

= WebServices module and allocated to the employee via Personal Data.

Info
@ Functions for Plant Data Collection are available in ZEUS® Webservices as
from version 3.21.

WebServices are divided into the following subsections:

1.1 WebTerminal

Time bookings, PDC bookings and cost centre changes are carried out via a virtual terminal in

the web.

1.2 WebWorkflow

Various request types with freely defineable approval hierarchies and informal distribution lists
(e.g. absence request, PDC booking request, totals update request).

1.3 Web Time Allocation

Efficiency recording; allocation of worked hours to projects, orders and cost centres.

Info
@ PDC Time Allocation is available as from version 3.23.001.

PDC Time Allocation has been extended by WebClient functions as from
version 3.25.001 and eg. limitations for time allocation.

1.4 WebClient (New as from 3.25.001)

Update possibility for Time Management and PDC.

0 Important!

Presentation and functionality have changed as from version 3.25.001 !
Accordingly, performance and operation are different compared to release
3.23.001.

1.5 Web Presence Indication

Presence indication can be used as separate Web dialogue or integrated into WebServices.
The module provides a summary and illustration of the presence status of employees.

-5-
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Configuration in ZEUS is made via layout groups and layouts. For this, employees are
authorized to login via a layout being allocated in ZEUS™ Personal data.

The layout groups allocated in the layout control the employees being shown.

The layout allows the configuration of functions and presentation such as e.g. number of
columns.

Info

3.19.001 Release of Presence Indication as separate Web surface with 1st.
layout free of charge and any other layout chargeable.

3.21.001 Change of licencing ! The number of licences is no longer limited to
the number of layouts, but depends on the number of active connections. With
this, one connection is free of charge, any other connection is chargeable.

3.25.001 Presence information has been integrated into WebServices. The
number of licences controls the function !

1-99 Independent Web surface
100-250 Call-up and operation via WebServices

Call-up via screen ,Presence Indication”

3 2EUS WebServices - N =[O x|
| Datei Bearbeiten Ansicht Favoriten Extras 2 ‘
| Gk~ = - @D [2] 2| Qisuren [igraverien Threden <4 |2 S S (=] [ ||Links
| adresse [] hitpi/1192.168.45.25/web325 zxeulviodrrrw2su zoldmi)fzwstart sspamodnr=4 | @ wechsehnzu
B workfiow [ clisnt [ Time allocation [ Presence IndicatorBoard (@@ ®@H®) @
Mon 11/19/2007 2:44 PM I
119/ Search person: ]
Technical Support Y Development 0
Smith, Peter Burger, Conrad, Claudia Miiller, Michae|
10:00 PM - 5¢ business wip (Escapa: Wed 11/7/2007)|| | AEsENT 5:00 PM - ABSENT 5:00 PH - ABSENT
[ smith, Paul Fischer, Anton - (|F ref, Giineer [ Heuler, Albreche
Is:ao PM - ABSENT 2: vacation (Es 1] JABSENT Js:uo PM - ABSENT
Ilg. Ingrid || Baker, Terry Kakadu, ai [ Schuls, Petrs
a| n o007y £:00 AM - PRESENT £8:00 AM - PRESENT HUS:DO AM - ABSENT
"’l Mustermann, Michae| WTesten Teo BDE Testar, BK-ZVT BDE Tester, BK
0 S:00PM - ABSENT N ABSENT £:00 AM - PRESEMNT 500 AM - PRESENT
< _>l_I
&) Fercig ] (ZE Lokales Intranet b
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Login via separate screen without the need of a web release.
The number of active connections is limited to 99.

Call-up via address and defined TCP/IP port of the Web interface
in the ISGUS APP Server

! = Present

= Absent
® = Unauthorised absent
® = pbsence
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2 PDC Data Collection in the Web (WebServices Optio n

As from ZEUS® Rel. 3.21, it is possible to execute Plant Data Collection bookings within
WebServices. For Plant Data Collection, web functionalities are constantly extended in new
releases.

In the following a summary of functions available in Rel. 3.25.001.:
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2.1 1D 241 WebTerminal

Booking possibility (in online and offline oepration) via software terminals integrated in
WebServices. (See also chapter 4 Installation ,bookings process at the WebTerminal®).

In dialogue: "Request authorizations [WAX] Basic data"
- "Terminal booking"

In dialogue: "WebServices Settings [WC] Basic settings"
- "Automatic booking via login mask "

Important!
In addition ID 38 , TCP/IP booking channel“ is required.

Startup WebTerminal

\

Info

As from Rel. 3.25.001, the terminal is shown immediately after login, if the
employee’s authorization is limited to the WebTerminal.
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2.1.1 ID 329 PDC / Project bookings

This option adds the function PDC bookings to the WebTerminal. With this, the bookings will be
split into two tabs ,Bookings/inquiries* and ,,PDC bookings” (see illustration).

-10 -
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Info
I "#

The setting for Quick Buttons can be adapted individually by means of the
dialogue ,Personal settings".

For this, in Authorization parameters [WAP] the parameter ,Personal settings
for the terminal“ must be activated.

#

As from Rel. 3.25.001, the input field Barcode can hidden via an entry in
\Config\Global.config.

<add key="BkEditParamsBarcode" value="0" />

To become effective, the W3SVC service must be restarted.

In this respect, there is no additional request authorisation required.

If the function key bookings are allocated to the terminal and the employee hast not been
excepted in Personal data / Personal Parameter / Authorisations [PTP2], the bookings will be
added to the dialogue.

Important!

To become effective, the App Server must be started, as all modifications as to
functions key etc. need to be matched between ZEUS and the ISGUS
database.

2.2 1D 239 WebWorkflow

Makes available various request types with freely defineable authorisation flows in
WebServices.

2.2.1 ID 334 PDC Bookings Update

The option allows to make PDC bookings updates by extension of the WebWorkflow request
type.

In dialogue: "Request authorisations [WAX] Basic data"
- "PDC Update bookings request”

Employees with update authorisation for ,PDC Update bookings request” are entitled for
Workflow requests to insert, update and delete PDC bookings.

The request type “PDC update bookings request” can be provided with individual WebW orkflow
authorisation flows. The changes only become effective in ZEUS after complete authorisation.

-11 -
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Via PDC bookings update request (see illustration), it is possible to insert forgotten bookings
and update or delete existing bookings.

-12 -
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After confirmation with the OK button, the bookings update is sent to the defined authorization
flow. After complete authorisation, the data will be taken over in ZEUS® and calculated.

-13 -
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2.3 ID 330 WebClient

This option allows to execute diary and bookings updates in the Web. At the same time it is
possible to particularly filter for PDC bookings in the bookings list.

Contrary to WebWorkflow, no authorization flow is necessary.

Internally, changes are handled and inserted to the ZEUS database via modification requests,
which makes an activated database matching mandatory.

Info
Presentation and range of functions of Rel. 3.23.001
are not identical to Rel. 3.25.001 !

3.23.001 Call-up in WebServices dialogue via Administration button.
Function and presentation assimilated to WebW orkflow.

Additional dialogue: "Administration authorisations” to be allocated
in Personal data / Parameter WebServices / Administration
[PWPS5]..

-14 -
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2.4 1D 322 PDC Time Allocation

The option allows to allocate worked hours to projects, orders and cost centres within
WebServices.

In dialogue: "Request authorisations [WAX] Basic data"
- "PDC time allocation”

This application is meant for all areas where productive times need to be allocated to orders,
projects, sot centres or customers.

Per day the worked hours from time management are made available for time distribution and
automatic updating.

Time allocation is made via the symbol New (yellow asterisk) for the required day and by using
the allocation dialogue.

217 -
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Info

As from Rel. 3.25.001, the time allocated to max. gross hours can be hidden by
means of an entry in \Config\Global.config.

<!l-- Do plausi for any timevalue params. Overwrites plausi flag in
FkBookings.Parameters -->

<add key="PlausiMaxDistri" value="1" />

To become effective, the W3SVC service must be restarted.

%

In the allocation dialogue, the order parameters and hours worked
on are being entered.

With OK the allocation is taken over and the remaining time for
distribution is reduced by the time value.

As from Rel. 3.25.001, the input field Barcode can hidden via an entry in
\Config\Global.config.

<add key="BkEditParamsBarcode" value="0" />

To become effective, the W3SVC service must be restarted.

-18 -
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2.4.1 ID 339 Secretary Function (Time Allocation)

Authorisation to distribute times for other persons within Webservices PDC Time Allocation.

Additional dialogue: "Parameter Workflow [PWP2]
Supervisor update function”

By allocating an authorisation group in Personal data / Parameter WebServices / Supervisor
update function [PWPZ2], it is possible to allow an individual to carry out time distribution for
other employees.

Once an authorisation group has been allocated to the employee, he can select other
employees and carry out their time distribution.

-19 -
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In the survey dialogue, the selected time range and the times already distributed for individual
days are shown.

In the Gross column, the present time (gross total) coming from
time recording is shown.

&
The column Rest shows the time not yet allocated. Days with the
gross total not yet totally distributed are highlighted by showing the
Rest field with a red background.

%

The time already allocated to orders or projects is shown in the
column Allocated.

Info

The presentation of the time value is colour-coded with pastel colours
according to the status

Gross equal to 0 and Rest equal to 0 grey

Gross larger than 0 and Rest equal to O green

Rest largerthan 0 red

Rest smaller than 0 yellow
Important!

All bookings recorded but not yet transmitted to ZEUS via the ACCEPT button
are highlighted with the symbol in the list.

All bookings provided with the symbol could not be validated.

-20 -
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3 System Requirements

3.1 ZEUS®

Software pre-requisite ZEUS® Release 3:
as from version 3.21.001 released on 18.07.2006

Info

Adequate APP Server and Web pages are mandatory.

3.2 Web Server

min. Pentium IV Processor as from 1 GHz
min. 512 MB fee RAM memory

Hard disk memory space per person and year in the
SQL/MSDE database approx. 250 KByte (without option request attachment)

Windows 2000 Server (1IS 5.0) or Windows 2003 Server (IIS 6.0)
.NET Framework 1.1
MDAC 2.7 SP1 or higher

Info

The setup can be loaded from the support CD section Tools/MDAC/MDAC27
or via link to ISGUS Portal section Bookmark.

The version currently used by the system is visible in the registry editor
under the following path:

HKEY_LOCAL_MACHINE \ SOFTWARE \ Microsoft \ DataAccess

Standard server for SMTP
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3.3 WebServices Client

Min. Pentium Il Prozessor as from 400 MHz
min. 64 MB free RAM memory

Monitor min. resolution 1024x768

Mouse

Web Browser

- Internet Explorer as from version 5.5
- Netscape as from version 6.2

- Mozilla as from version1.6

- Firefox as from version 0.8

3.4 Database

MSDE — Microsoft SQL Desktop Engine (Desktop, lizence free) with SP

MS SQL Server 2000 (payable licence — necessary with option "request attachment")
with SP

SQL Server 2005 Express, Workgroup, Standard or Enterprise edition (as to range of
functions see SQL Server2005Release)
Hint: only Express Edition is licence free

3.5 Networks

TCP/IP Protocol
1-2 free TCP/IP Ports

-22 -
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4 |nstallation WebServices

4.1 Installation MDAC

For the operation of WebServices the MDAC version 2.7 SP1 or higher is mandatory. In case
the operating system is not provided with the corresponding version, it must be installed via
separate setup.

With Windows XP the version 2.8 is already installed. This can be
double checked via the following registry entry under version:

HKEY_LOCAL_MASHINE/Software/Microsoft/Data Access
Info

For the Setup download a link is available on the ISGUS Portal
under Bookmarks.

Microsoft® Data Access Components (MDAC) 2.8 Service Pack
1

4.2 Installation Internet Information Services (IIS )
The Internet Information Services are available under Windows 2000 and Windows XP
Professional as component.

They are required to support WEB, SMTP, database connections and Active Server Pages
(ASP).

Info

The IIS is installed via Windows system panel /Software
add/remove Windows components.

After installation, it should be possible to call-up the IIS system administration:

Start/Settings/System Panel /Administrative Tools/Internet Services Manager

-23-
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With server operating systems e.g. Win 2003, it is recommended to execute the installation via
Administration/Server configuration wizard.

With this, dependencies are being checked and deficiencies are referenced.
Info

.NetFramework is not a Windows standard component and must be
downloaded as setup from the Microsoft website.

For this, a link is available on the ISGUS Portal under Bookmarks.

Important!

The installation on a domain controller (DC) is not allowed because of user right
issues.

4.3 Installation Microsoft .NetFramework

The WebServices application version 3.25 is based on the .NetFramework (ASP.NET) from
Microsoft. Accordingly it is necessary to install the .NetFramework 1.1. on each Windows IIS
Server.

.NetFramework is not a a standard Windows component and
accordingly must be downloaded as setup from the Microsoft
website.

Info

A link for the setup download is available on the ISGUS Portal
under Bookmarks: Microsoft® .NET Framework (ASP.NET)
Download

=24 -
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For SQL 2005 Server, .NetFramework 2.0 is an installation prerequisite.

As ASP.NET 1.1. is required for presentation of WebServices, for the SQL 2005 Server both
versions must be installed and in the properties if the webrelease ASP.NET 1.1 must be
allocated.

Important!

As .NetFramework is a component of the IIS, the 1IS must be installed first.

It must be observed that for both installations the local virus scanner and
firewalls must be deactivated! This is particularly important with Windows XP,
as the local firewall according to Microsoft standard settings is active.

4.4  App Server

The ISGUS Application Server is being installed with ZEUS® Setup.

In general, the App Server is required for the database matching between ZEUS® and ISGUS
database.

In WebServices, plausibility checks are also made via the App Server and as from version 3.13
the App Server is used to make reports available in the web.

Accordingly, the App Server is an essential tool und must always be started when using
WebServices.

4.4.1 Database matching

As from version 3.21, a delta matching has been implemented and makes the comparison of
the complete data within intervals obsolete.

However, when first setting up the ISGUS database and after a release change, the full
comparison is always necessary.

-25 -
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Info

In case a cyclical comparison has been activated, make sure that the cycle will
also be large enough in case of an active delta matching.

$ 1

Modifications in the diary/bookings and result data are being recorded and

worked off by the Application Server according to FIFO principle. The previous
regular database comparison in the application server is no longer required.

The cycle for the matching of request must be set. Via this setting,
requests in WebWorkflow and WebClient modifications as well as
offline bookings from the WebTerminal are entered into the ZEUS
database (see illustration eg. every 2 minutes).
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4.4.2 Web Interface

Via the setting Port in the section Web Interface [CCAS5] of the Application Server, the TCP/IP
port for communication to ZEUS® is activated. Only with this connection available, it is possible
to use the Web presence information and the loading of reports for WebServices (see
illustration).

Important!

* If the ISGUS Application Server is installed on the same PC as the
ZEUS® Controller, the ISGUS Application Server receives the same station no.
as the ZEUS Controller.

* If the ISGUS Application Server is installed on a different PC from the ZEUS
Controller, the ISGUS Application Server is being treated like workstation,
meaning the ISGUS Application Server receives a station number between 6
and 63.

« If all stations are terminated via ZEUS® Controller, the ISGUS Application
Server is terminated as well and must be restarted manually.

« If ZEUS®.exe and the ISGUS Application Server are in separate directories,
each program file requires a separate file ZDbms.cfg.

-27 -
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If the ISGUS Application Server is installed in a separate directory, the following files must be
copied into that directory:

Appserver.exe
Isgus.udl
Lucaclasses.dll
Luca.dll
ZStf.dll
ZEnc.dll
ZDbm.dll
ZRtl.dll

ZDbi dll
ZDbms.cfg

As well as the required language files

Zeus.* (z.B. Zeus.deu, Zeus.eng, ...)

-28 -
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4.5 Install WebServices

WebServices in version 3.21 are not installed via setup.

The required files are available in form of a zipped archive in the corresponding ZEUS® or can
be downloaded from the ISGUS Portal e.g. Web 3-21-001-0096.zip

The files must be extracted into a directory and released for the web on the I1IS in form of a
Lvirtual directory”.

4.5.1 Create Alias for starting WebServices in the Internet Services Manager

On the PC via Start/Settings/ System control / Administration at new virtual directory
(or site — according to customer demand) is created in the Internet Services Manager.

4.5.2 Create Virtual Directory for WebServices

Create web release for WebServices via right mouse key on standard website via New/Virtual
Directory.

[Next]
Alias entry of the synonym for starting (call-up) WebServices.
Directory Patch of WebServices files

Setting the path via [Browse] and selection of the root directory of the web directory.
[Next] and [Finish]

45.3 Denominate Start Document for Workflow

Callup up [Properties] via right mouse key in the virtual WebServices directory.
Add start document for WebServices in the tab documents:

[Add] Login.aspx

4.5.4 Select ASP.NET Version

In the properties of the Web realease, tab ASP.NET select the version .Net Version 1.1 to be
used.

Info

Only necessary if in addition the version 2.0 has been installed e.g. when using
SQL 2005 Server.
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4.5.5 Adapt Directory Security

In the properties of the web release, edit the tab Directory security. Adapt Authentication
methods in the way to allow an anonymous sign on (see illustration).

Info

With the installation, the 1S creates an anonymous user in the Internet
Services Manager, register Directory safety. This user must receive full access
rights to ISGUS.DB an all reports exported from ZEUS® .

Instead of the automatically created user, an own user (e.g. local administrator)
with the necessary rights can be entered.

-30 -
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4.6 Connection to SQL Datenbank

Same as for ZEUS, the connection to the ISGUS database is made by means of the file
Isgus.udl and, if existing via Isgus.xml.

Accordingly the database links must be copied into the directory for WebServices.

4.7 Settings for Logdfile

n the file Config\Logger.Config the path for the logfiles for WebServices is defined.

)+

<?xml version="1.0" encoding="utf-8" ?>

<logger>

<appender name="Master" type="Isgus.Logger.Appender.AppenderFile">
<level value="ALL" />

<path value="c:" />

<suffix value="ZW" />

<extension value="log" />

<layout>[%V][%d %t][%P][%id] %msg ex=%ext</layout>

</appender>

<appender name="Trace" type="Isgus.Logger.Appender.AppenderTrace">
<level value="ALL" />

<layout>[%vV][%d %t][%P][%id] %msg %exm</layout>

</appender>

</logger>

Info

In case the directory does not exist or if there are no rights for writing, an error
message will be output in WebServices.
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4.8 Setup E-Mail for Notification

With installation of the Microsoft 11S a virtual SMTP standard server is setup for the

internal E-Mail despatch. This virtual server is used for sending notices and system
messages via the standard SMTP protocol. For sending and receiving of notification
emails the existing email system is being used.

4.8.1 Local Standard Domain

Predefined in the network settings of the computer (computer name + domain). Here emails
generated by WebWorkflow are stored for further processing.

Important!

Local domain = Computer name + domain
Domain = Primary DNS suffix of the computer.

4.8.2 Remote Domain

Desgination: Domain of email server. For each domain emails will be sent to via Web Workflow
a corresponding remote domain must be created.

Via properties/General of the remote domain and the function Transmit total mail to Smart Host
??? the email server is set for email despatch.

48.2.1 Create Remote Domain

The remote domain is created via Internet Services Manager in the section
[Virtual standard server for SMTP].

Right mouse key on the path domain

New/select remote domain

Indication of the domain of the email server

-32 -
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5 WebTerminal Configuration in ZEUS ©

5.1 Setup TCP/IP Booking Channel

On the ZEUS® computer the TCP/IP protocol must be setup for the networks environment, also
in case the other networks traffic is operated via another protocol.

The ZEUS® computer requires an allocation of a fixed TCP/IP address.

With the ZEUS option activated, it is possible to release the bookings channel interface in the
ZEUS"® station configuration ,ZEUSCFG.exe".

Thereafter, in the ZEUS® dialogue under Services/Utilities/Configuration bookings channel...up
to 5 different TCP/IP ports can be activated.

-33-
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Important !
The activated IP-Ports are available after take over and ZEUS® restart.

Each active TCP/IP port is indicated in the task line by means of an arrow.
The status of the connection is highlighted with the following colours:
Port is active, but currently no online connection

Rot There is an active connection.

Black There are active connections with the max. number of
connections has been reached, no further online connection possible.

5.2 WebTerminal Definition in ZEUS

Via Terminals/Terminal interfaces an interface of protocol type Booking channel must be

defined for the WebTerminal.

After that in Terminal data a Terminal for WebServices can be defined with the previously

defined interface.

Info

There is no possibility for an online control of the WebTerminal and accordingly

the checkbox ,Online control in Terminal data must be deactivated.
Only with this setting batch bookings will be automatically inserted into the
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online planning.

Additionally a text group and a profile must be defined.

Via the profile, function key bookings are allocated to the WebTerminal.

Unless the employee has got limited authorisation in Personal data / Personal Parameter /
Authorisations [PTP2] all function key bookings included in the profile will be available on the

WebTerminal.

Important!

Modifications in terminal data only become effective in the web after data
matching by means of the App Server !

For each employee, the function key bookings are individually written into
PERSPARAM_FKEYB T or into the SQL database.

For cost centre bookings and/or PDC bookings an additional option is required.
Without the option, the bookings will not be made available on the
WebTerminal.

The presentation in the web, Version 3.21 is split into 2 tabs ,,Bookings / Inquiries* and ,PDC
bookings” (see illustration).
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5.2.1 Booking Performance of the WebTerminal

Same as for other terminals, there is a differentiation between online and offline bookings. An
online connection is available when the TCP/IP port, ZEUS booking channel can be reached by
the IIS (see 5.4.3).

Info

If the terminal shows permanently OFFLINE status, the TCP/IP port is not
reachable. In such a case the settings in ZEUS must be verified.

If all settings are correct and despite of this there is no connection, the reason
for this could be a locked connectivity e.qg. firewall or a router configuration.

In such a case, the connection can also be tested via Telnet entry.

Online bookings are transmitted via TCP/IP Booking channel
[ID 38] to ZEUS® without intermediate storage.

A+t B

Offline bookings are written into table BATCHBOOKING_W of the
ISGUS database.

After that, the bookings are written into the ZEUS database via
database matching by the ZEUS APP Server.

Important!
For this the setting
LAll ZEUS requests XX Save minutes* must be activated.

The bookings are only available in ZEUS after expiry of this time setting!

-36 -



ZEUS® WebServices 3.25.001

6 WebServices Parameter and Patterns in Zeus © 3

6.1 General WebServices Settings

6.1.1

-37-

Basic Settings

Terminal number of the WebTerminal,
used for terminal bookings within WebServices.

An entry is only necessary for Option [ID 241] WebTerminal.

&
Bookings update requests and absence requests can be made
retroactively up to the maximum recalculation limit of ZEUS® .

$ / $0
Bookings update requests and absence requests are possible up
to the key day of the previous month (Setting 1-28 possible)
l. 0 mn
Bookings update requests and absence requests are possible

retroactively for the current month, less "Month(s) back", to the
first of the month.
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Info

With the option payroll export, updates referring to a date before
the deadline will automatically be refused.

In this case, no setting is required here, as the deadline for each
person is taken from the SQL database.

6.1.1.1 Login

% n n
With this button activated, the WebServices start page will show a
terminal symbol. With this, automatic bookings with type IN/OUT
can be generated.

) 1

Selection of the type of user name for the login to the
WebServices. The user is logging in with his user name from the
settings [Personal Parameter Workflow]. If this setting is disabled,
there will be no selection possibility for the type of user the name.

Important!

For a multi-company system this setting is always activated and
cannot be changed.
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$+
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Important!

The default Login name entry for new created employees can be
defined as follows:

The users log in via the personal number from ZEUS®

2 3
The users log in via the name, as defined in ZEUS®.
3 2

The users log in via the name, as defined in ZEUS® .

By means of this parameter, the number of days, after which the
employees must define a new password for the WebW orkflow
login, is defined.

The request to change the password is displayed automatically.

Via an additional Workflow personal parameter
[Update password after 1rst login ] it is possible to force the
changing of the ISGUS default password "Password".

As soon as an entry is made, the following rules for entering a
password will apply:

A new password is always required, its repetition is excluded.
The password must have 8 characters.

The password must have numeric and alphanumeric
characters. It must have at least 3 numeric positions.

When changing the password, minimum 50% of the new
password must be different to the old password.

The setting Administration password  does no longer exist in release
3.25.001. Instead, the employee can be authorised in Parameter WebServices
[PWP] via the flag ,Administrative authorisation for requests".
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6.1.2 Communication

6.1.2.1 Application Server

Entry of the ID of the desired IP port of the computer, on which the Application Server
(AppServer.exe) is operating.

This setting is necessary for the call-up of reports and plausibility checks in WebServices.

The setting Port in the web interface of the Application Server must be identical to the Web
interface port.

6.1.2.2 Booking Channel

This tab is shown if the Web module ,WebTerminal* is activated.

Entry of the ID of the computer on which the ZEUS® Controller with the corresponding TCP/IP
port is operating.
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This port must be activated in ZEUS under Services / Utilities / configuration booking channel.
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Important!

If the settings do not comply or the port of the network is not reachable, the
WebTerminal will show offline status.

Info

IP Address/ Server name

Indication of IP address or name of the computer on which the ZEUS®
Controller respectively the Application Server are operating.

IP - Port
Indication of the IP port used.
Port of Web interface or correspondingly port of the active booking channel.
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6.1.3 Web Settings

2* + (
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*$

Entry of the website address for WebServices which will be shown
as a link in the email belonging to the request
(max. 255 signs, no “Must” field)

Number of requests to be shown per page, before a new page will
start.

Valid value range is from 1 to 99.

If no value is being entered, 10 requests per page will be shown.

Entry of the month to be shown first in the Web
personal diary.
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51 *$ .67 "0
Allows to extend the display of the begin month,
e.g. by 2 months

51 $ $ 67 "0

Allows to extend the display of the begin month,
e.g. by 3 days

6.1.3.1 Absence Request

If for the cancellation of absence requests an individual absence is
defined, the absence must be entered here. The absence entered
here will be shown in the ZEUS® diary after a cancellation of an

absence.

Important!

If no absence is being entered, the original absence will be deleted in the
ZEUS"® diary and no other absence will be entered.

It is possible to automatically verify the remaining entitlement of
credit accounts before sending a request.

Via the button

a verification of the remaining entitlement can be made manually.
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2'+
6.1.3.2
$
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Reports

Info

No check
With this setting, the absence credit will not be checked
automatically, but only when using the Entitlement button.

Check if possible
The credit will automatically be checked when sending the
absence request, if ZEUS® is available.

If ZEUS® is not available for the credit check, the request will be
possible.

Check necessary
With this setting, the remaining credit is automatically checked. If
Zeus® is not available, no absence request can be made.

Defines if updates for half absence days can be entered in the
absence request section [Full days / Half day].

The section [Absences day by day] is completely hidden.

If the flag is set, requests for single absence days will be made by
entry of the same date from / to, within request section [absences
by period].

See illustration below.

The display for clock card reports or booking updates can be set
to the payroll cycles month or period.
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Info
Example for selection Month: January 2005
Example for selection Period: 12.12.2004 to 11.01.2005

Allows to define the number of months or periods to be selected
for reports
e.g. 3 (see selection booking journal) .
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6.1.4 Time Allocation

This tab allows to define the presentation of the time allocation main menu. Depending on the
settings, the time allocation dialogue will be adapted after call-up in the web.

$ 1 "
With activated flag, the weekly totals will be shown in the summary
report and can be distributed accordingly.

$ 1
With activated flag, the monthly totals will be shown in the
summary report and can be distributed accordingly.

6.1.4.1 Default update time range

With this, the default presentation of the given update period can be adapted
e.g. show previous and current month. This time period will always be shown after calling up
time allocation. The period can be adapted via a diary plugin in the web.
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6.2 WebServices Patterns

The definition of WebServices Patterns is available in ZEUS® if one of the Web modules has
been activated in Customize.

Basic WebServices patterns are:

Authorisations
Settings for request and update authorisations which employees are allowed to
execute over the web e.g. PDC update booking request; PDC Time allocation etc.

Authorisation parameters (WebWorkflow)
Definition of the Workflow (flow chart) a request has to follow in order to be
authorized (signed off).

Administrator authorisations (WebClient)
Definition of update types made available to the employee for modifications to be
carried out in the web dialogue, section Administration e.g. PDC bookings update.

Views authorisation

Defines which data employees may view in WebServices e.g. clock cards yes/no.
It is also possible to define the absences to be shown in the diaries (all or only
selected absences)

Authorisation groups
Via authorisation groups it is possible to define employee groups for
Representative regulation for approvals
Representative for requests
View authorisation
Secretary function.
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6.2.1 Authorisations [WA]

Definition of all update authorisations in one authorisation pattern
e.g. authorisation pattern for

- request authorisation for terminal bookings
- request for PDC bookings update
- authorisation for PDC time allocation

To create an authorisation pattern, the request and update authorisations as well as
authorisation parameters must be defined first.

Info

The selection of different update authorisations depends on the available
options.
(see illustration with all Web modules activated) .

6.2.1.1 Request authorisations [WAX]

Via the arrow keys the request types are selected and made available to the employee in
WebW orkflow.

- 48 -



ZEUS® WebServices 3.25.001

$ o
Authorisation for updating PDC bookings in Zeus®
Delete existing bookings
Insert new bookings
Update existing bookings
$

Authorisation to distribute worked hours to projects, orders or cost
centres.
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Authorisation for using the WebTerminal.

Without this authorisation, the terminal symbol will not come up
(see illustration with allocated authorisation).

WebTerminal Call-up

6.2.1.2 Update authorisations [WAA]

For each request type a corresponding update authorisation must be created. With this,

differentiation is not only made between the various types, but is broken down to the level of
absences or function keys.
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The selection of request types depends on the available options:
Bookings update request
Absence request
Totals update request
Request for official absence
Request for daily pattern update
Request for authorisation
PDC bookings update request
PDC time allocation

If the authorisation should not apply for ,ALL", it is possible to make a selection of absences
resp. function key bookings via the arrow key.

Info

If the flag ,Authorisation for all ...“ has been set, the section ,Available
/Selected” is not visible.
In this case all absences or function key bookings are accordingly allocated to

this request type.

By means of the arrow keys, the allowed function key bookings for
PDC bookings update requests or for modification in
Administration can be selected (e.g. PDC Booking Stop Order)

By means of the arrow keys, the function key bookings to be used
in PDC time allocation can be selected (e.g. PDC time allocation
system 1)

Important!

If an employee should not be authorised for all available PDC systems, it is
necessary to define an own update authorisation for each system to be
allocated to the employee via the authorisation pattern.

Background:
The individual function key bookings are always allocated to one PDC system.

-51 -



ZEUS® WebServices 3.25.001

6.2.2  Workflows [WP]

In Workflows the approver is allocated to the request. Thus for each absence or bookings
update request an individual authorisation flow can be defined.

The workflow pattern is allocated to the employee in Personal data / Parameter WebServices /
Basic data.

The workflow pattern is created by attributing request approvals to workflow patterns.
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6.2.2.1 Request Workflow [WPX]

The request workflows can be defined for all request types (incl. time bookings) or for individual
request types.

If necessary, to different request types such as e.g.

Absence request

Bookings update request

Totals update request

PDC bookings update request (if PDC available)
different authorisation flows can be allocated.

Thus it is possible to approve e.g. an absence request and a PDC bookings update request by
different employees.

6

If activated, an update text in Zeus® must be entered when
creating the request.

If an update authorisation does not comply with the general authorisation process, an individual
request approval can be defined. The request approvals thus can be created in very flexible
way, for each request and absence one authorisation flow.
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In the workflows, the request approvals are combined with the
authorisation flows. The allocation of the workflows pattern to the
employees is made in Personal Data / Workflow Parameter.

Info
Requests for which an emplyoee is not entitled to, don’t need to be signed off !

Important !

Always create a request approval for [Bookings update request] [All]. This is
used to sign off bookings updates without absence.

6.2.2.2 Workflow [WPR]

Definition of employees being entitled to sign off update requests.

In addition it is possible to define which persons should be notified about approved and rejected
requests.
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Info
If several persons have been selected as approver, the request has to be
approved in the sequence of the listed persons (see illustration).

Smith, Paul has to approve the request after approval by Miller Michael. After
that it is completely approved and the applicant will be informed accordingly.

In workflows, the authorisation flow is combined with the request approval. The allocation of the
Workflow to the employee is made in the parameter Workflow Parameter.

+
The request does not need to be approved by another person and
is immediately transmitted as an update to ZEUS®.
%
Selection of person(s) to receive the request for approval.
2 +

Selection of persons to receive a message about approved and
rejected requests.

6.3 Personal Parameter WebServices

In order to make each employee his individual WebServices available in the browser, the
previously defined WebServices patterns need to be allocated via Personal data / Parameter
WebServices.

Info
Presentation and possible settings depend on the available options.
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6.3.1 Basic data [PWP]

Info

The employee can only login to WebServices if an authorisation pattern is
allocated to the employee in basic data.

If the employee should in addition participate in WebWorkflow, the allocation of
an approval pattern (workflows) is necessary.

6.3.1.1 Login

Depending on the settings in [WebServices] [Settings], the user
name is defaulted with personal number or first name / name or
name / first name. The input field and the flag "changeable" are
only available if in [WebServices] [Settings] "login with user name*
is activated. The user name is freely selectable and is not verified
upon use of small and capital letter.

Changeable

By activation of this flag the employee receives the possibility to
change his user name for WebServices by his own. The entry of a
user name is mandatory.
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With password

The login to WebServices is made by means of a freely selectable
password.

With PIN

The password for login to WebServices is the same as the PIN
number defined in ZEUS® .

Info
The PIN number can only be modified in ZEUS.

Changeable

With activated flag, the password can also be modified by the
employee in WebServices.

The password is stored as hash value and accordingly cannot be
displayed.

Entry of the password with identical 2nd entry under Repeat.

Info

The password must be minimum 2 characters long.

Only applies for the default passwort "Kennwort®. If a password
has been allocated to each employee via Personal data /
Parameter Webservices, the activation has no effect.
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6.3.2 Basic data 2 [PWP]

In basic data 2 the views authorisation patterns are attributed to the requested authorisation
groups. Accordingly, the employee receives authorisations for other employees.

Info

If no settings are made here, the employee is only authorized for his own data
in the Web.
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6.3.3 Representative

In this section, all settings for exceptional conditions are made, e.g. representative regulations
for approval and requests.

6.3.3.1 Representative for approvals

This section can only be edited if an employee is defined as approver in an active authorisation
Workflow.

If an employee is not defined as approver, he has no workflow tasks and these settings would
not apply.
$

Selection of a representative to take over WebWorkflow tasks.

These tasks are assigned to the substitute as soon as the
approver activates the flag | am absent .

Info
All settings can also be edited in the Web, unless the flag "Representative

changeable" has been deactivated! In this case the representative remains
as per default and only the other settings can be adapted.

-59 -



ZEUS® WebServices 3.25.001

%

With activated representative regulation ,| am absent “the
requests for approval are transmitted to the substitute selected
above.

The employee is set to ,Absent" and the representative receives
all WebWorkflow tasks from that moment.

The employee selected as representative receives all
WebWorkflow tasks in parallel, also in case of ,Presence".

Info

Depending on "l am absent" the representative gets access to all open
Workflow tasks !

This is important in case requests have already accrued!

% 1

The representative is always notified if a request should be
approved or rejected.

If activated, the employee can select on his own in WebW orkflow
which persons should substitute him for Workflow tasks.
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-+ 1 '
The employee’s view authorisation is transmitted to the
.fepresentative for approvals”. To activate this function, the
approver must be set to "l am absent “. An eventually existing
pattern of the representative is not replaced.

6.3.3.2 Representative for absence

Similar to the approver, a representative for the applicant can be defined. This regulation
makes sense if e.g. a colleague needs to be informed about the absence of an approver.

The entry is only possible with the WebW orkflow option "Delegate approval regulation for
applicants” [ID 243].

Info

The delegate authority must be reactivated for each new request.
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6.3.4 Special Functions

6.3.4.1 Secretary /Supervisor update function

Via "Secretary update function" the employee receives the possibility to make requests,
updates or time allocations for other employees.

Examples of application:

A member of the personal department must be able to process sick notes for
employees in form of absence requests for the absence ,sick” in WebWorkflow..

A supervisor in production should be enabled to make updates and absence requests
for his staff.

Info

The secretary function is a chargeable option in WebWorkflow [ID 244].

As from Rel. 3.21, this control is also used for the chargeable option Time
allocation [ID339] with secretary function for time allocation.
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% 1
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Important!

The "secretary function” offers 3 different authorisation patterns:

Own authorisation pattern

The defined authorisation patterns for the individuals are not taken
into account. The authorisation as which requests can be made for
which employee are resulting from the authorisation pattern
allocated to the person with secretary function.

Authorisation pattern person

To each WebWorkflow user an own authorisation pattern is
attributed in Personal parameter. The authorisation as to which
requests can be made for which persons results individually from
the pattern allocated.

Authorisation pattern

The authorisation patterns of the individuals are not taken into
account. The authorisation as to which requests can be made for
which persons results from the pattern allocated here.

The authorisations are not effected! The requests are transmitted according to
the allocated authorisation pattern of the WebWorkflow user.
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6.3.5 Reports

Report selection for which reports the personal filter defined in the report should be maintained
in WebWorkflow.
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6.3.6 WebClient

By allocation of an administration authorisation and an authorisation group employees can be
entitled for WebClient.

Info

Without a setting, the user is not entitled for WebClient and accordingly will not
receive the Administration button in his Webservices!
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7 Exercise

Create a Web release in the lIS.

Enter an employee in ZEUS ® and a WebTerminal in the system with the
following targets:

1. Authorisations:
The employee is entitled for:
PDC time allocation
PDC bookings update requests
PDC Start and Stop bookings in the Web Terminal
Execute an online PDC booking in Web.



